Snowden's revelations have given rise to several important papers examining the geographical and territorial limits on the Internet, comparing it to the imperial telegraph (Kurbalija 2013) and even to the Roman imperial road (Moglen 2013 ).
This paper recalls earlier telegraphy research (Standage 1999 , Hills 2007 ) and explains how the previous hyperpower (Marsden 2004 , describing a global super-power without effective opposition, from the French hyperpuissance) was able to control communications in order to extend its extraterritorial application of domestic law. I explain that the telegraph 'cables that girdled the Earth' (Clarke 1958) were sunk into the sea in Cornwall, southwest England, and that today's Internet fibre cables are in the same places -with the result that the greatest National Security Agency espionage-gathering operation is a joint US/UK operation from the small town of Two vital legal innovations enabled this increasing global control of trade on behalf of the Empire (Muchlinski 2007: 8, 34 ). The first was the invention of the joint stock corporation. The second legal innovation was the direct enforcement of English law across the globe.
The joint stock corporation enabled capital raising in London on an enormous scale, first to provide the investment in domestic railways which transformed the industrial and commercial base in the UK, a trick accomplished in large part by the year of revolutions (and economic collapse): 1848. Repeating the trick elsewhere 1 See illustrations and history at http://www.bletchleypark.org.uk/content/machines.rhtm 2 Foreign Minister Patino Aroca of Ecuador addressed the Security Council on August 6, stating: "We saw the size and the discretional nature of a massive surveillance apparatus that suddenly brought all the inhabitants of the planet closer than ever to an Orwellian nightmare. We now know that everyone is considered a usual suspect by USA." At the same session, Foreign Minister Antonio de Aguiar Patriota of Brazil stated that: "[I]nterception of communications and acts of espionage…violate sovereignty, harm relations between nations and constitute a violation of human rights, in particular to privacy and of our citizens to information." F o r P e e r R e v i e w O n l y was child's play (and many heirs' fortunes were fleeced by unscrupulous prospectus fiction authors), and the British built railways all over the world, including across South America as well as in the colonies. This stock raising was a vital extension of the directors' direct duties and investment which had enabled a more controlled stock growth in the great British East India Company (and its French, Dutch, Danish and other equivalents). The British unleashed wars of Christian-moralist fuelled occupation on Bengal then on the rest of India, pausing only when the whole of India was under their Wellington boot, with tightly controlled local dictators (the maharajahs) in place wherever possible, controlled by a British 'Resident' (equivalent to a US super-ambassador such as in Cairo, Kabul or Baghdad: James 1998) 5 . The British invaded Afghanistan in 1838 (and many other occasions) and helped create the heroin industry in that benighted country. British India was a literally captive market for those and other products. The British used corporate-financed fighters: mercenaries, special forces and privateers 6 . In the 'Opium Wars' of 1839-1842 and 1856-60, the British forced the defeated Chinese government to allow them to sell opium on the free market. They occupied and demanded Hong Kong Island which they occupied from 1841-1997, controlling Shanghai and other coastal cities, for themselves and other rapacious foreign powers such as the US, Germany and Japan. The British also occupied and stocked with Chinese 'bonded labour' (slaves in all but name) the Malay archipelago, even installing a 'White Rajah' adventurer in Borneo.
The second legal innovation was the direct enforcement of English law across the globe, and this enforcement is best exemplified by the Africa Squadron of the British Navy, which fought to enforce anti-slavery law against United States slavers on the open seas 7 . The financing of the Suez Canal by the British government (Egyptian government bought out 1875, occupation of the canal zone completed 1888), and Panama by the United States, completed their encirclement of the globe, which they had girdled with telegraph cables. Throughout the nineteenth period, the British were tightening their grip on the route to the East, via both Suez and Cape of Good Hope (the invasion of the Boer Republic completing that occupation in 1902). . The prize achieved in 1866 was the ability to communicate in nearly real time between the great commercial centres of London and New York, and eventually to all the railheads that the joint stock companies were building into the Argentine pampas, the Himalayan hill stations, and the red heart of Australia. With that dot-dash information came control and power, both commercial and governmental.
Military
This prize was of inestimable commercial value -such that no serious obstacle to capital raising was ever encountered after the proof of concept cable to the Americas was first built and tested. Military and surveillance value was even greater. Consider the Indian Mutiny of 1857, which laid to rest the direct rule of India by the East India Company, the British Crown taking over formal responsibility. But it took so long to relay information, that it was evident that radical reform of communication to India and China was required. Werner von Siemens first achieved the feat via land, closely followed by Charles Bright's Eastern Telegraph (Kimberlin 1994) . Bright then laid the 1870 Bombay submarine cable, 1872 Singapore-Shanghai/Australia cable and 1872 merger that created the Eastern Telegraph Company. Glover argues that "The Indo-European submarine cable and the formation of the Eastern Telegraph Company are one and the same story" (Glover 2011) . British Prime Minister Disraeli in 1875 bought a controlling interest in Frenchman Ferdinand de Lessep's Suez Canal -which would condemn Egypt and much of the Gulf and Red Sea to British military occupation for over eighty years in the interests of British shipping and the cable. Note that the first trans-Pacific cable was only operationalized in 1903, using British-controlled Fanning Island rather than Hawaii to maintain the 'all-red' system of cable landing stations within the Empire (Kennedy 1971 ).
Even where commercial interest had not driven a cable, military need would help the march of the joint stock corporation. The longest undersea cable prior to the failed 1857 Atlantic cable was laid by the Anglo-French Expeditionary Force across the Black Sea to the Crimean Peninsula in 1854 (Kimberlin 1994) . The failed Jameson Raid on the gold and diamond-rich Transvaal Republic in 1895 led rapidly to the full military invasion of the Transvaal on 11 October 1899, and the invention of the concentration camp (the British 'Guantanamo') to control the Boer families' loyalty. The Boer War needed more British telegraphs than then existed too, as Glover (2011) details. The speed of construction in the mid-Atlantic shows the efficiency and reach of the ETC, and with it the British Empire, only forty years after the first successful undersea cable. Together with the 'all-red' imperial undersea cable routes, a virtual monopoly on cable-laying (and therefore cutting) ships in the service of the Eastern 9 'Porth Kernow' in the native Cornish language. http://www.bailii.org/uk/cases/CAT/2007/18.html 11 Prices for these cables' 'landing rights' are extraordinarily high, and in the control of the Duchytelecommunications companies' pleas for more reasonable prices rejected by the English courts as ultra vires the Crown prerogative. Not since King Arthur's legend has a prince extracted such a ransom for ownership of a Cornish beach.Today's cable companies discussed the Duchy's control as an existential territorial threat: "The real danger is that our industry must plot its own destiny and once we have accepted a covert proposal of this sought on Duchy beaches then it may quickly spread to other beach landings." In a bitterly contested ruling, the UK competition authority closed a decade long investigation into the Duchy's monopolistic price gouging of UK and United States telecoms and submarine cable companies ('United Kingdom Cable Protection Committee'). Supra n.10 at paragraph 31 per Level 3.
12 By many separate contesting inventors, Morse in the United States for instance 13 The line had to be long and strong enough (2300 miles and 9000 tonnes) to be capable of surviving being paid out from a ship with engines mighty enough be found to power such an unholy leviathan that could smash through Atlantic hurricanes at a steady speed, never pausing in the face of the 100-foot waves that are common in that maelstrom (though in fairness cable laying was conducted in July-August). That enormous ship would have to be steady in storms to prevent breakage as it unspooled and aid the cable in the great Atlantic storms, and was the creation of Brunel's remarkable genius: the 700-foot long SS Great Eastern (launched in 1858 as SS Leviathan, only surpassed in size in the twentieth century). (Kennedy 1971) . With Navy-approved censors on all landing stations and operators approved by the wartime censors, preventing encrypted communications being sent, Germany was largely cut off from her Empire within weeks of war breaking out. Wireless telegraphy was both less secure and technologically immature in this period, though it would predominate as a means of German telegraphy by 1939, with Enigma machine encryption and its heroic hacking by the Bletchley Park digital computing team inspired by Alan Turing.
Whistle blowers also have a long history. As explained to the most recent Sam Addams award winner, Edward Snowden, at his awards ceremony: "in 1773, Benjamin Franklin leaked confidential information by releasing letters written by then-Lt. Governor of Massachusetts Thomas Hutchinson to Thomas Whatley, an assistant to the British Prime Minister. The letters suggested that it was impossible for the colonists to enjoy the same rights as subjects living in England and that "an abridgement of what are called English liberties" might be necessary. The content of the letters was so damaging to the British government that Benjamin Franklin was dismissed as colonial Postmaster General and had to endure an hour-long censure from British Solicitor General Alexander Wedderburn." (Murray 2013) Franklin was an Englishman turned rebel, and the British government swiftly replaced him as Postmaster General and therefore censor-in-chief. This was a very early example of the control over international communications within the Empire that was to be perfected in the 'Victorian Internet' telegraph era. At time of war, their approach to telegraph was dimple: no encrypted telegraph traffic would be retransmitted by British operators. The comparison to the current interception of both plain and encrypted communications on the post-Victorian Internet by both the British and United States governments is plain to see. The world has changed less than we think, and the battle between tyranny and freedom is eternal and geographical. While the reach of international human rights law was severely limited in the nineteenth century, largely a matter of humanitarian aspects of the law of war and the extraterritorial application of domestic antislavery laws by the hyper-power Great Britain, we now live in what are claimed to be more enlightened times. The first Internet link outside North America was to Norway (as part of the North Atlantic Treaty Alliance) in 1973. Four decades later, we have wired Africa, if a little less speedily than the Victorians. The cabling of the planet for the Internet uses much the same undersea lanes and develops from those technologies. Geography matters, and so does territorial sovereignty. Information flows through those cables, and he who controls the cables controls the information.
Conclusion
The tapping of telegraph lines and blocking of encrypted messages was de rigeur in the Victorian era but has been challenged under international human rights law in the twenty-first century. On 24 September 2013, Brazilian President Roussef lectured President Obama at the General Assembly on the error of his ways, and called for five fundamental digital rights on the Internet:
1. "Freedom of expression, privacy of the individual and respect for human rights.
2. "Open, multilateral and democratic governance, carried out with transparency by stimulating collective creativity and the participation of society, Governments, and the private sector.
3.
"Universality that ensures the social and human development and the construction of inclusive and nondiscriminatory societies.
4.
"Cultural diversity, without the imposition of beliefs, customs and values.
5. "Neutrality of the network, guided only by technical and ethical criteria, rendering it inadmissible to restrict it for political, commercial, religious or any other purposes."
The likelihood that multistakeholder civil society is able to exercise useful scrutiny and control over hyper-power politicians and their obedient corporate clients may appear remote, and the call for international norms for human rights law quixotic, but the Brazil Internet Governance Summit called for 23-24 April 2014 is a real attempt to do so (Marsden 2013) . It could mark what some might call a tectonic shift in governance of communications, somewhat confirmed by the decision to reduce the US Department of Commerce's role in controlling the Domain Name System, authority proposed to be ceded to ICANN on 14 March 2014, a month before that Page 4 of 6 http://mc.manuscriptcentral.com/nca/rcsm csmc-uiuc@illinois.edu 1  2  3  4  5  6  7  8  9  10  11  12  13  14  15  16  17  18  19  20  21  22  23  24  25  26  27  28  29  30  31  32  33  34  35  36  37  38  39  40  41  42  43  44  45  46  47  48  49  50  51  52  53  54  55  56  57  58  59 1  2  3  4  5  6  7  8  9  10  11  12  13  14  15  16  17  18  19  20  21  22  23  24  25  26  27  28  29  30  31  32  33  34  35  36  37  38  39  40  41  42  43  44  45  46  47  48  49  50  51  52  53  54  55  56  57  58  59  60 
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